Personnel SSL VPN

QUICK REFERENCE GUIDE

From a web browser https://pers.vpn.ky.gov/
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This is a government computer system and is the property of the Commenwealth of Kentucky. It is for
authorized use only regardless of time of day, location or method of access. Users (authorized or unauthorized)
have no explicit or implicit expectation of privacy. Any or all uses of this system and all files on the system may
be intercepted, monitored, recorded, copied, audited, inspected, and disclosed to authorized state government
and law enforcement personnel, as well as authorized officials of other agencies, both domestic and foreian. By
using this system, the user consents to such at the discretion of the Commonwealth of Kentucky. Unauthorized
or improper use of this system may result in administrative disciplinary action and/or civil and criminal penalties.
By dicking Login you affirm your awareness of and consent to these terms and conditions of use. LOG OFF
IMMEDIATELY if you do not agree to the conditions stated in this waming.
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Login Status: not fogged in

Username:

Password:

Enter your network (Active Directory) Username in the following format: PERS\PERXXXX and
your current Password associated with this Username. Select Login to proceed to the
Personnel Cabinet SSL VPN web page.
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Locate your Personnel Cabinet-issued device name from the list provided (ctl+f will provide a
search option). If your device is not listed, please request assistance via the COT Helpdesk at
502-564-7576. Click your device name.
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A Java Port Forwarder should start and open a window (if you need to download Java, it is
available at http://java.com/en/download/index.jsp ):

Info:

[This is a port forwarder. It securely forwards network
traffic into your corporate netwaork.

[»

If you close this window the port forwarder will be
stopped.

This winAnw will he minimized as snnn as the nart
Console:

===8/5M1312:23 PM

The Port Forwarder is initializing. Please wait...
===8i51312:23 PM

[The Port Forwarder has been started.

[»

Received (kB): 0.0
Received (kBIs): 0.0
Sent (kB): 0.0
Sent (kBis): 0.0

Stop Port Forwarder

Followed by a Remote Desktop Connection window:

&5 Remote Desktop Connection %

@ A website is trying to start a remote connection.

This remote connection could ham your local or remote computer. Do not connect unless you know
where this connection came from or have used it before.

ké Type: Remote Desktop Connection
L Remote computer: 127003

Allow the remote computer to access the following resources on my computer:

[ Clipboard

Changes to these options apply to this connection only. I

(=) Hide Details Connect | [ Cancel |

Uncheck the Clipboard option and then click Connect.

i
K You should now be presented with a login screen from your computer at work. If not, please
TR T
Connecting the Commonwealth contact the COT Helpdesk at 502-564-7576 for assistance. Enter your credentials as you

would when you are at your desk.
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When your remote work is complete
e Close the remote session window using the X option in the banner

e Click Logout pers\perXXXX in the upper right corner of the SSL VPN web interface
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SSL VPN Tips:

e Remember that you are remotely controlling the device at work. When you print a
document, it will print on the printer at work rather than the one at home.

e If your password has expired and you have it reset, you will not have an opportunity
to change it “at next login” since you need the temp password to login to the SSL VPN
web interface. Instead, you should login to webmail first, where you will be prompted
to choose a new password.

e Holding "Ctrl" + "Alt" and pressing "End" on the home or local computer provides the
following options on the work or remote computer:
o Lock this computer
Log off
Change a password
Start Task Manager
Shut Down Options (lower right corner):
= Restart
= Sleep
= Shut down*
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*Keep in mind that shutting down your work computer will prevent you from being able

. 3 to connect to it until it is manually powered on.
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